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PRESCRIBING THE MINIMUM TECHNICAL SPECIFICATIONS FOR
ENTRY LEVEL DESKTOP COMPUTER

1. REFERENCES:

a. NAPOLCOM Memorandum Circular (MC) No. 2019-002 dated January
29, 2019 entitled, “Defining the Duty and Authority of the NAPOLCOM
to Prescribe Minimum Standards for Uniforms, Arms, and Equipment to
be Procured by the Philippine National Police”;

b. NAPOLCOM Resolution No. 2020-0762 dated September 11, 2020
entitled, “Prescribing the Minimum Standards for Desktop Computer”;

c. PNP MC No. 2022-075 entitled, “Addendum to PNP MC No. 2021-176
entitled, ‘Addendum to PNPMC No. 2020-086 entitled, ‘Prescribing the
Minimum Technical Specifications for Desktop Computers’;

d. PNP MC No. 2021-176 dated November 29, 2021 entitled, “Addendum
to PNPMC No. 2020-086 entitled, ‘Prescribing the Minimum Technical
Specifications for Desktop Computer’;

e. PNP MC No. 2020-086 dated December 3, 2020 entitled, “Prescribing
the Minimum Technical Specifications for Desktop Computer”; and

f.  PNP Uniform and Equipment Specifications Board Resolution No. 2024-
11-029 dated November 8, 2024 entitled, “Approving the Proposed
Minimum Technical Specifications for Entry Level Desktop Computer.”

2. RATIONALE:

This MC sets forth the technical specifications for Entry Level Desktop
Computer to be used by the Philippine National Police (PNP) for regular tasks like web
browsing, document editing, video editing, email management, and presentation of
documents, images, and other objects during conferences, meetings, or any other
related activities.

3. SITUATION:

There is already an approved minimum technical specifications for desktop
computer under PNP MC No. 2022-075. However, due to the fast advancement in
technology, the technical requirements embedded in the mentioned PNP MC is no
longer responsive with what are presently existing in the market. Hence, resulting in
failure in bidding and delay in procurement.
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Further, classifications for desktop computers were reduced considering the
two basic usages in the PNP which are for Administrative/Office Use (Entry Level) and
for Coding, Programming and Artificial Intelligence Processing (High Performance).

In addition, the respective technical specifications for the two classifications
of desktop computers were embedded into different PNP MCs to avoid confusion.

4. PURPOSE:

To provide and establish the technical specifications for Entry Level Desktop
Computer that will serve as reference in its procurement.

5. DEFINITION OF TERMS:

For the purpose of this MC, the following terms, words, and phrases shall
mean or be understood, as follows:

a. BIOS (Basic Input/Output System) is a computer's microprocessor
program used to start the computer system after it is powered on.

b. BIOS Security is a vital component of cybersecurity that helps prevent
hackers from executing malicious code on a computer's operating
system.

c. Data Erasure/Wipe is a software-based method of data sanitization that
aims to completely destroy all electronic data residing on a hard disk drive
or other digital media by overwriting data onto all sectors of the device in
an irreversible process.

d. Electronic Product Environmental Assessment Tool (EPEAT) is a method
developed to evaluate the effect of a product on the environment. It
assesses,various lifecycle environmental aspects of a device and ranks
products as Gold, Silver or Bronze based on a set of environmental
performance criteria.

e. Energy Star is an energy-efficiency program administered by the U.S.
Environmental Protection Agency (EPA) in partnership with the U.S.
Department of Energy. The EPA establishes energy efficiency
specifications, and those that meet these specifications are eligible to
display the ENERGY STAR logo.

f. Anti-Theft Locking System is a security device used to physically secure
electronic devices such as laptops, desktop computers, monitors, and
projectors. It consists of a metal cable and a small lock that attaches to a
dedicated slot on the device, preventing theft or unauthorized removal.
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g. Memory is a device or system that is used to store information for
immediate use in a computer or related computer hardware and digital
electronic devices. The term memory is often synonymous with the term
primary storage or main memory.

h. Processor is the primary component of a computer that tells other parts
of the computer what to do

i. Restriction of Hazardous Substances (RoHS) reduces the environmental
and health risks associated with electrical and electronic equipment by
limiting the presence of harmful substances in products, including
appliances, consumer electronics, industrial equipment, and more.

j- Solid State Drive (SSD) is a smaller and faster storage device than hard
disk drive (HDD). SSDs are noiseless and allow PCs to be thinner and
more lightweight. Unlike traditional HDDs, which use spinning disks and
movable read/write heads, SSDs have no moving parts.

k. Sound Controller provides input and output of audio signals to and from
a computer under control of computer programs. Sound functionality can
also be integrated onto the motherboard, using components simiiar to
those found on plug-in cards.

[. Trusted Platform Module is a dedicated microcontroller designed to
secure hardware through integrated cryptographic keys.

m. Universal Serial Bus (USB) is the connection between the computer and
other peripheral devices.

n. Video Controller is an integrated circuit which is the main component in
a video-signal generator, a device responsible for the production of
a TV video signal in a computing or game system.

6. TECHNICAL SPECIFICATIONS

Processor : 6 core, 12 threads, latest
generation/ version

Memory : 16 Gigabyte

Hard Disk : One Terabyte Solid State Drive

Monitor : 21" Screen Size, LED or better
technology (same brand with the
desktop)
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Keyboard/Mouse : USB keyboard and USB optical mouse

(same brand with the desktop)

Video Controller . Integrated Graphics
Sound Controller : On-board sound controller
Interfaces . Four ports USB 3.0
One HDMI or Display Port

One universal audio jack

Card reader (optional)

Connectivity : On-board Gigabit Ethernet controller
Built-in  Wi-Fi 6E or newer technology

with backward capability

Built-in  Bluetooth 5.3 or newer

technology with backward capability
Power Supply Unit : Manufacturer’s Standard

Uninterruptible Power Supply : 650VA

Chassis . Tool-free chassis
Security : Chassis intrusion switch
Anti-Theft Locking System slot
Padlock loop/ ring
Supports BIOS Security
Supports data erasure/  wipe
Trusted Platform  Module 2.0
Software . Latest Licensed Operating System
(Professional, Enterprise  or its
equivalent)
Latest Licensed Office  Application
(Perpetual)

Latest Licensed Endpoint Security
Software (three years subscription) with
the following features:

Security Features:

Anti-Malware

MITRE Ingenuity Attack Evaluation
Ransomware

Protection and Rollback

Management
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Behavior monitoring

Integration  with

Threat Protection:
Mitigate exploits

network

and website and
traffic
Proactive defense

7. REPEALING CLAUSE:
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and machine

learning
Single management console incident
response automation
Targeted attack detection
Enhanced tamper protection
Suspicious behavior detection
Advanced deep learning mechanism
Threat hunting intelligence
Endpoint isolation
Malicious traffic detection

elastic stack

in  vulnerable

applications

Application hijacking

Real-time  scanning of internet
resources

Automatically submits malware
Samples to security vendor online for
analysis

Simple configuration

Filtering in web browser

Protect against malware, risky file
types and websites, and malicious

traffic

Protect against malware, risky file types

malicious network

mechanism with

active response capabilities

Safety Compliance . At least RoHS

Energy Saving Feature : Energy Efficiency Certified like Energy
Star, EPEAT or its equivalent

Warranty : Three Years (on parts, on-site service,

and applicable subscription)

All other technical specifications contrary to or inconsistent with the
provisions of this MC are hereby rescinded, modified, or amended.
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8. EFFECTIVITY:
This MC shall take effect after 15 days from filing a copy thereof at the UP

Law Center in consonance with Section 3, Chapter 2, Book VIl of Executive Order 292
otherwise known as the “Revised Administrative Code of 1987,” as amended.
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